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2 online digital operational technology (OT)
3 space-based assets
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SolarWinds Orion platform
Microsoft Exchange

National Security Council (NSC)
National Cyber Director (ONCD)
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National Security Strategy

National Defense Strategy

Development financial institution (DFI)

the Freedom Online Coalition

Improving the Nation’s Cybersecurity

Improving Cybersecurity for Critical Infrastructure Control Systems
7 Improving the Cybersecurity of National Security, Department of Defense (DoD), and Intelligence Com-
munity Systems

8 Bipartisan Infrastructure Law

9 Inflation Reduction Act

10 CHIPS

11 The Science Act

12 America’s Supply Chains
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Cybersecurity Principles for Space Systems

the National Artificial Intelligence Initiative

National Strategy to Secure 5G

Strengthening the Cybersecurity of Federal Networks and Critical Infrastructure
Promoting Private Sector Cybersecurity Information Sharing

Improving Critical Infrastructure Cybersecurity

Critical Infrastructure Security and Resilience

United States Cyber Incident Coordination
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1 Comprehensive National Cybersecurity Initiative
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1 The “Shields Up” Campaign
2 Zero trust architecture strategy
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1 Transportation Security Administration
2 Environmental Protection Agency
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Cybersecurity Performance Goals

Cybersecurity and Infrastructure Security Agency (CISA)
Framework for Improving Critical Infrastructure Cybersecurity
National Institute of Standards and Technology (NIST)
Secure-by-design principles
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1 Office of the National Cyber Director (ONCD)
2 Office of Management and Budget (OMB)
3 Cyber Incident Reporting Council
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1 Sector Risk Management Agencies (SRMAs)
2 Information sharing and analysis organizations (ISAOs)
3 sector-focused information sharing and analysis centers (ISACs)
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the Joint Cyber Defense Collaborative (JCDC)

the National Cyber Investigative Joint Task Force (NCIJTF)

Cyber Threat Intelligence Integration Center’s (CTIIC)

Energy Threat Analysis Center (ETAC)

Defense Industrial Base Collaborative Information Sharing Environment (DCISE)
Cybersecurity Collaboration Center

National Security Agency (NSA)
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1 Department of Justice (DOJ)
2 Department of Homeland Security (DHS)
3 the Office of the Director of National Intelligence
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1 National Cyber Incident Response Plan (NCIRP)
2 the Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA)
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1 Cyber Safety Review Board (CSRB)
2 National Security Memorandum No 8
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1 Federal civilian executive branch (FCEB)
2 Information Technology (IT) and Operational Technology (OT)
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1 Software Bills of Material (SBOM)
2 NIST’s Secure Software Development Framework
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1 National security systems (NSS)
2 National Security Memorandum (NSM), Number 8
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1 National Cyber-Forensics and Training Alliance (NCFTA)
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1 Counter-Ransomware Initiative (CRI)
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1 Joint Ransomware Task Force (JRTF)

2 Anti-Money Laundering (AML)

3 Countering the Financing of Terrorism (CFT)
4 know-your-customer (KYC) rules




Hl Yol't (54 ol odzio WYL (5 pmlw Sl Lo 8yl |

oLineys
SL—ad
S

S 55,8 bl sl Jiaus slay,l 5l eslinal Jals gl
Galano sl SN ) ise lsea (S o craiai e o Cﬁl..o
S obls ¥ g anw g neiai - VPPV ol Ll Ol b e
2,5 dal g Culas - (Jlows

4 Ol slaey S nl 85501 S2alS gl el o A0 ol
N PG P N PRGN PSS EPWIE W R Wy - P
o = I B ol esShe 13,8 Aol 55 2l oy b
08B e b sl WL - S LXK Z L CSHs 4 e
s oblg ba )18 cpl s BylS ab g e slaglasle ol s
byl S esbimad Sl 5l (g S el il 351 gl (sl JIpo
T Y S W F R IR o
ot 5 (5l S i ol RIS 5 3
Aas e

1 Anti-Money Laundering (AML)
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1 Civil Cyber-Fraud Initiative (CCFI)
2 False Claims Act
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1 Regional Innovation Engines program
2 National Science Foundation (NSF)
3 long- standing Secure and Trustworthy Cyberspace program
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1 Border Gateway Protocol vulnerabilities
2 IPv6
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E | GAJO)[M f-)u.u)uu)‘; |



Hl Yol't (54 ol odzio WYL (5 pmlw Sl Lo 8yl |

oLineys
Lo
S

[L o Gl JWs] 5 63,5 sl 5 alales | ' Qi s
Sllas 5l ¥l (6, Ky a0 0B 1) oy ol B 45 Aalss fuged
Aled G Jud 5 (998 G ISS 55 3mee (gl ol
S 2 (i s ann s (G (laels 3 Laple sl 5 Laglad ;s
o 5l - Caliies glaane) 53 o3Il 5 (§ombe Sl Co 5B
(e J S Sl Shles a5 sanas sn
BB R W C,..;QLQ.& ¢L§)U§}o) cCJ‘J.JLM ‘LSJ‘:" LSLAC""L"’J:’.)
Ll Colda- Sl glacslu sy s eslinad 3) 50 (laesls Judo
[835> 5> Jb] Jhud lals i Coles Lo SlaldBl () 5 S
dLa 6&0@&)‘\“‘(}& L;.A >\._:.lg M}\—@L«Ub) Az g “3:.5>J
)J}ﬁjﬁ—rd\)x&éqdﬁ\gwfjd:bd JS\JA J'.’.L"".ﬁ cvéjj‘g’))b)
)Q@L@j ‘szjjfgj 6LAC,SJ& 4‘)@.1...5.).:1}3 c&o@‘)bd@t&w
2S5 g an s 3o [0 5] (slagg 1S e puw 5l azns )

odowze YL (Dl (gl a8 olas 3 335 3l 03l sl s ol 1aals
S5 ¢S5 13 S Al g5 553 g Mb}-odxs&m}ﬁod@j%)))
A (5t oS3 7505 Sm alar - Sl y o
5 ) M 5 SirSam o Esas Jisn 5 IS
BV lalis s Sl LS ) W SU (6350 slasssl eSS
5okl gl alS gl oo (rizeen 5 05l slags plscnd
S35 Carno aygm )3 (ke FONS 3,28l S (55 ) (et
SIS el pus 13l oLl 3l ailmaon (6 S0, - 4SS oo Clo

1 Research, development, and demonstration (RD&D)

2 Department of Energy

3 Federally funded research and development centers (FFRDCs)
4 Biomanufacturing



xSy
(St
Sh=xe

3 poere Gl - Jds Sy e 5 Jldb S S8 s
J)LE CJLAJo‘-j CJY)M st.’ &LA)BL.:‘} oJ/S C,..s.)i“s \) 634,&\)
LS sl slazel

Lo (gloial (15 o kiolga s F /Y (63,8]) Cla

IS

G Sl Dol 5 (g mle Cotel 035> 3 (98 (1S5,
Ooyge 355 laesls 5l Clabloes Lol gy ol W Conl (gAS
Comns Al 5 baliasl jlzel 0l o ol (38 ominn Lzl DT
S 35 1y el b oo 55lsS Sleales Lol ol DD
|y dilodls 4 SIS @y 039l 45 (551850 5 Slady bl Sigeal; )
S 03,25 23S 5 1y a1 iSale s b Lo Sy
2550 S Lo ol g 35 0 oS a5 J8lp 5
MBI (1S w5 ol 03,5 (Sl 5ol 5 513 as o ma >
3 g Cdables ol e U

S 5 (25818 Dloloes Glald oy o ol sl ).z
osleds o Coel aily cdms o 513 G |y Jlioess SLapin oS
Sloalows 53 odoie SV 5 oSl S 580 plyte S -\
A3 ool (65 55 S s Sty lS 5 g0 53158
pslis bt 4 35S IS0 (S @Bs0a S (512
Juast dhas Sss ol o3, (b oo 1S [Dlealna] 2l 0
2 e Gl @ plicaul aser Gletacw 5 aSll
0303 )13 o gl 53 1) (o glsS [Slalone] il 55 pslie )50,




El Yol't (54 ol odzio WYL (5 pmlw Sl Lo 8yl |

oLineys
SL—ad
S

Sl sboul (gl (6,503 salS glas aly clig, ol JooS 05 5
e o1 Jal g amen s ol Ll Ol Jas b agalos 13 (51K 50
355 SLa s 5 Laaslols (g 3kl 55 S g3 Je 3l b o gua

S (5022 5 o 53158 Ly el 51

57 8l pule el ol 2¥ (3, ot

st

s 3 S aSere 5 ol Oler 4 Lo IS byl Sy
Slp 5 5 SO S Glaptcs S G Joni 39,5 Sl S
(S8l Sy o Joily a8 Conl 0 AT (lias 4 o gy B
-3 eSSl s 1y sl OV G aSKs obS 5 s
57 Gilwerd 5 W5 slaelSaws kb5 6351 mlee alex
Glaascl s A Ty ke Gl (5 21 48 2y (sl B cldaeisn)
SV o3 B L8 BB syl gl ol b w5 5 JUS)
B Jod 3l FodeSan)s Jizms Blodday 5 58l 5l ¢ Sodirny
K 6l®6uw

s le )y s edowte VLI Sdelds slag )l dSals ,u b
ool 6l (gl o ol 5 a¥lad &) gy s S g ¢85 5!
Sl Slkas loma 11 Sl Sgs 3,8 dalsm eslind (g ol
il oS i 515 e [ ST g 3 o8
03 7S oy pas Iz (GLaolSicns 4l 5l day 4] 45 €55l
b b el poleds 5 ad 28 3l (Slassanme il 4 S S o

1 National Cyber-Informed Engineering Strategy
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National Initiative for Cybersecurity Education (NICE)

the CyberCorps: Scholarship for Service program
National Centers of Academic Excellence

Cybersecurity Education Training and Assistance Program
Registered Apprenticeships Program
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2 Open-Ended Working Group
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1 Freedom Online Coalition

2 Quadrilateral Security Dialogue (“the Quad”)

3 Computer Emergency Response Teams (CERT)

4 The Indo-Pacific Economic Framework for Prosperity (IPEF)
5 Americas Partnership for Economic Prosperity (APEP)
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1 US-EU Trade and Technology Council (TTC)
2 Secure-by-design Principles
3 Global Partnership for Action on Gender-Based Online Harassment and Abuse
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1 the European Cybercrime Centre
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1 National Strategy to Secure 5G
2 Open Radio Access Networks (Open RAN)
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1 National Telecommunications and Information Administration’s (NTIA)
2 Indo-Pacific Economic Framework

3 the Quad Critical and Emerging Technology Working Group

4 Trade and Technology Council (TTC)
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1 Cyber Safety Review Board (CSRB)
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