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...s Puerto Rican Smart Meters hacked
Smarl meters hacked to reduce power
bills — Required physical access
2009

Foscam IP baby-cam hijacked

Attacker was able to control the oy Target data breach

camera and speak to the baby
August 10, 2013

Attackers broke into Target's network
through loT HVAC systems
Novemnber 15, 2013 — December 15, 2013

Jeep car tely hijacked (d ation BMW's Connected Drive vulnerable ([demonstration)
Charlie Miller and Chris Valasek demonstrated TR Manaac i e akid 1 jritatis GRAW Svars it e

remole unlocking instructions Lo vehides
how to gain full control over the car remotely January 2015

July 21, 2015 N .. TrackingPoint's smart sniper rifle hack [demonstration)
Runa Sandvik and Michael Auger were able to exploit
VTech Toymaker data breach ilities in the rifle’s software via a Wi-Fi connection

6.4 million children and 4.9 million adults July 29, 2015

affected - Photos, full names and
addresses exposed
November 8, 2015

Mirai - DDoS on OVH hosting provider
Peak: 1 Thps

September 19, 2016
Mirai - DDoS on “Krebs on Security” website .

Peak: 620 Gbps derniauisis Hajime
September 20, 2016 “Vigilante’ loT worm thal blocked rival bolnets (induding
****® Mirai) October 15, 2016
Mirai - DDoS on Dyn DNS provider ...................d
Blocked access lo several popular websites | o DDoS an building blocks’ central heating system
(Netflx, Twitter, PayPal._). Peak: 1.2 Thps Country: Finland. Mirai suspected but not confirmed.
October 21, 2016 - November 3, 2016
Mirai - DDoS on Deutsche
= Cloudpets’ DB held for ransom
Telekom network oty

820.000 accounts compromised
900.000 customers affected December 25, 2016 — January 8, 2017
November 27, 2016
Romantik Seehotel Jagerwirt

Hotel's digital key system held for ransom
January 25, 2017

Cloudpets and “Meine Freundin Cayla” - insecure BrickerBot
Bluetooth -
Anyone within range was able to upload and receive audio |,
February 17, 2017 - February 27, 2017

Bot that permanently incapacitated poorly secured
===-8 loT devices
March 20, 2017
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Figure 11: Attack scenario criticality
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