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1. Open source intelligence (OSINT)
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1. Economic warfare 4. Financial warfare
2. Shambaugh 5. Embargo
3. Trade warfare
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1. Boycotts 7. Counterfeit

2. Blacklist 8. Expropriation

3. Preclusive buying 9. Primary sanctions

4. Tariff discrimination 10. Secondary sanctions

5. Punitive taxation 11. Geranmayeh and Rapnouil
6. Sabotage
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1. Harrell and Rosenberg
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1. Sanctions compliance 8. bourseandbazaar.com

2. United Against Nuclear Iran (UANI) 9. Kpler

3. Kharon 10. Levant Networks

4. Windward 11. Organization of the Petroleum Exporting
Countries (OPEC) 12. International Energy Agency (IEA)

5. Lloyd>s List Intelligence
6. Hashtag Organization of Oil-Trading Tweeters (#00TT)
7. Tankertracker.com

}i




o
Silona

S BSFSyhe slaglels b g S, ke slasly v/

b slosles B jie slaglejlow 5 3l

dos SO 10 5 aSiL

Lo 1S (2 ) Sl a8 (slaoles V)

SrsS slacs s vV

GESS 9,8 9 %5 Sl (Yleb

L 2 s ooliwl 890 Sl plee g 5L oYled v/

la 1S 0 b0 Sloas oamsadl )| glacs i v/

C e Lo a5 e Slens ca sl ol slaes 5 v

Lop s Lo b las,

L e slroje> yo Beis loas samodll) slacs i v

Lo 2 Lo

loag,ls Ly hg,e olass samsal) glacs, s v

RESINS Sy

L b pe slmojga o JLsd slooaStynil 5 Slalllas 55150 v

5 slwos gl f g s

Mo 25 L Gl 05> 58 (55300 5 sLa S, l imoan s V/

(s J2al3 5 oo zie Lo lasls ;dis ;S o5 Lol V)

1S ol sosie YL

L2525 ial 5 Sl slaglejls v/

395k i ezl oslail yolas 5l B oS Gl assll jo
oS b 5 Slanwge 5 ol (85 Lo 2 L bad e slaojs>
Sebion (e 0j9> (ml p3 Jlad
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1. Orde Kittrie

2. Arizona State University

3. Society for Worldwide Interbank Financial Telecommunication (SWIFT)
4. International Oil Daily

5. Reliance Industries

6.U.S. Export-Import Bank

7. Vitol
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1. Foundation for Defense of Democracies

2. Firms Reported in Open Sources as Having Commercial Activity in Irans Oil, Gas and
Petrochemical Sectors

3. Christoff
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1. Crippling sanctions campaign
2. Marine Intelligence Network and Rogue Vessel Analysis (Minerva)
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4. Radio frequency (RF)
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6. International Maritime Organization (IMO) number

OsmelsS Do) lez ;o 4 Sl (ails g 0,8 A e (ed) i Al w6955k 50 (Aol Lol ojle

ools (pleais] (as e (s 5l i slacad B L )las slo S 4 o 5o ol gl (el (ol

i b ) i b b L 6, (sla S ales sl slelsT o )loms (mtls sy 4 VAR5 agily | 5oy oo

(HIS Maritime) aby o (ol o o8 i baosi 69,55k 5 ollodlos oologlos o )lam el o0 —al3ll

gd oo 03ls plaisl o iS4




ith

Lo oSias &S > daie g 00S olo jeuS ' Slelo slaall
6)“))—‘.‘))'9& ;))9_.@ )—*" ccA_L.lSQ)ls )5_»5 Y(é__s‘d)b LgL_.btleL’ )_A-IGJ
‘5_4[{0) o)'5.> )é Q—ASJ—AAJ u.a‘ )lfsw,f ‘)_fa"é & g— )‘ o).j )‘)_5
053 5055 lwlis wlelw Loyl aS loj 10 05y am o ,iSuds
6‘)_’ oolai_ul O y9—0 6[.@0359) ‘jal.wl».w 'AJL.»....A ‘..\.1.256.4 uua.ab ‘)
ol Lo jiSCas glais|
o (5_’Ln>) 6'@;‘5}_&: Slsus )| )}_{)J)_iad ‘L}"‘)—’ 09)14
D93 33,5 yuo Jobo j0 Lo iSCas 08 oo ool i by SnS
Wyo u.a‘ RUSLEW-) )UOP ‘jal_«ul.uu alolw )‘ oolai_wl 4 J_))fl)
L oS oo o2l y8 Lo 1S bo ) ogmas jo |y (gaieds) | Sledbl
b ooiS olwlis o oolawlo)g0 0,840 amie cod)aiolead
)_u,au ).u ‘Q).:f‘so )‘J_B oola_ul S g0 ‘5._.{53.\)‘) s_:L]ol.u)‘ 29 Sl
» ag)L: "5)9]6-" rg_(b‘)ﬁ L@T ‘é_gl.).o) ua9..a> L ‘) W uLC)Ua‘ )_u
G eSS sl iS00, 4 b e BB sleesls eyl
JUT U JRUPEIL SRR N U TS SO PR Yl S -E R
R0 it i 000 L iz sl slmosls ol B
Lo asids (b3 sl s 00 g B g 5L 9)5—0 DL
alelow glwosls VoV o Jlow jlecul ;S8 ay oY 0 S o pnl )8 ],
ol s a8 pse oyiws 53 E il ) 5955 (alwlid
b ye slaoje> 0 05mg am «lons adll g Lo jlidle 5 olog! Sl

1. Export terminal 4. Osborne
2. Import terminal
3. Maritime Mobile Service Identity (MMSI)
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1. Multiple intelligence (Multi-Int)
2. Kpler
3. Commodities
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& Tweet & Tweet

@ Kpler i _:':"I"' Det B, 2015 . & Kpler @Kpler - Aug 5, 2019 v
Combining local intelligence, real-time AIS Bonita Queen which is operated by ISHIPS
feeds as well as commercial satellite management PTE Ltd, loaded approximately
images, Kpler has been ab.le to identify f‘_‘”d 600kb of Iranian crude from Kharg Island on
localize more than 10 Iranian crude carriers

the 2nd of August after docking at Dubai
that have been off the radar for several Shipyard for over 75 days. #00TT
days. #iran #sanctions #oilgas

#oilandgas #iran
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Koler

Kpler finally got confirmation that
Affluence (VLCC) was carrying
Iranian HSFO and not CRUDE OIL
as many have claimed, some of
her cargo (45kt) landed at Aoshan.

#CrudeQil #oott #Commodities
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1. Thermal imaging 4. Akhbar Alaan
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dY 2. Noah Maryam Kish Ship Management Company
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1. International Business Companies Registry of Belize
2. European Leadership Network
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Iranian Qil Exports Under Sanctions

Change in value and volume indexed 1o May 2018

wl

== Value of Chinese dectared imports from Iran (USD) == Vahue of Chinese declared imports from Malaysia (USD)

= Valume of

raris tatal observed exports in prior month (bpd)

Secondary sanction: Waivers revoked, China remains.

s
imposed, waivers issued Iran's sole major oil customer

10 eight oil customers A/\
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1. Automatic Identification System
2. Very High Frequency (VHF)
3. International Convention for the Safety of Life at Sea (SOLAS)
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1. Platforms 4. Cyber-enabled economic warfare
2. Weaponization
3. Cyber privateer
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1. Cyber deterrence
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