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'Multimedia Super Corridor
Critical National Information Infrastructure

"National Image
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“ *Energy Commission
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DEFENCE & SECURITY
*Ministry of Defense, Military
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" aw] TRANSPORTATION
s *Ministry of Transport

A g BANKING & FINANCE
3
o !

*Ministry of Finance
100 *Central Bank
m— +Secyrities Commission

HEALTH SERVICES
*Ministry of Health

EMERGENCY SERVICES
Ministry of Housing & Local Municipality

CRITICAL
NATIONAL
INFORMATION
INFRASTRUCTURE

Assets (real & virtual),
systems and functions
that are vital to the nation
that their incapacity or
destruction would have a
devastating impact on
+National economic
strength

+National image
+National defense &
security

*Government capability to
function

*Public health & safety

INFORMATION &

COMMUNICATIONS
g *Ministry of Information, Communications
B & Culture

*Malaysia Communication & Multimedia
Commission

GOVERNMENT

*Malaysia Administrative, Modernisation
and Management Planning Unit

FOOD & AGRICULTURE
— *Ministry of Agriculture

WATER
" +National Water Service Commission
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'National Cyber Security Policy

"Ministry of Science, Technology & Innovation (MOST])
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EFFECTIVE
GOVERNANCE

8

Ministry of Information,
Communication & Culture

‘Malaysia's Critical
National Information

7 Infrastructure shall be [ CYBER SECURITY

secure, resilient and
self-reliant. Infused TECHNOLOGY

with a culture of \ FRAMEWORK
security, it will
promote stability,
social well being and
wealth creation y© 4

CULTURE OF SECURITY
& CAPACITY BUILDING

Ministry of Information,
Communication & Culture R & D TOWARDS
SELF RELIANCE
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'National IT Council (NITC)

"National Cyber Security Advisory Committee (NaCSAC)
"National Cyber Security Coordination Committee (NC3)
"National Cyber Crisis Management Committee (NCCMC)
*National Cyber Crisis Management Working Group
*Cyber Crisis Working Group
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8.1%
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use of Internet
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'‘Malaysian Communications and Multimedia Commission
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Social networking users: Communication apps users:
24.6 million 27.8 million
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55.6%
Google+ Twitter Linkedin Telegram Skype Line
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! Official Secrets Act (OSA)
2 Sedition Act

3 Printing Press Act (1984)

4 Broadcasting Act (1987)

> Internal Security Act (ISA)
¢ Film Censorship Act (2002)
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‘Commonwealth
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ABI Research and ITU, Global cybersecurity Index

'Trilateral Meeting on Security, Indonesia-Malaysia-Philippines
"‘Memorandum of Understanding, Australia-Malaysia
"Memorandum of Understanding, India-Malaysia
‘EU-Malaysia Partnership and Cooperation Agreement (PCA)
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Singapore 0.97

United States 0.91 1 0.96 0.92 1 0.73
Malaysia 0.89 0.87 0.96 0.77 1 0.87
Oman 0.87 0.98 0.82 0.85 0.95 0.75
Estonia 0.84 0.99 0.82 0.85 0.94 0.64
Mauritius 0.82 0.85 0.96 0.74 0.91 0.70
Australia 0.82 0.94 0.96 0.86 0.94 0.44
Georgia 0.81 0.91 0.77 0.82 0.90 0.70
France 0.81 0.94 0.96 0.60 1 0.61
Canada 0.81 0.94 0.93 0.71 0.82 0.70

(Global Cybersecurity 2017- International Telecommunication Union (ITU))
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'Global Cybersecurity Index (GCI),2017
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