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1. Directive on Attacks on Information Systems
2. EU High Tech Crime Units Taskforce

3. EU Cybercrime Centre

4. G-8 24/7 Network
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1. The United Nations Office on Drugs and Crime (UNODC)
2. Intergovernmental Expert Group
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1. Computer Emergency Response Teams (CERTS)
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1. Development Cooperation
2. Clearinghouse Mechanism
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1. Exchange of Best Practice
2. Meridian Process
3. The Forum of Incident Response and Security Teams (FIRST)
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1. Action Plan on Human Rights and Democracy
2. Deauville Declaration on Renewed Commitments for Freedom and Democracy
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1. Deauville Declaration on the Arab Spring

2. Dual Use Technologies

3. The European Commission 4. Self-Regulation
5. Co-Regulation
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1. Council Decision 2012/36/CFSP of 23 January 2012 Amending Decision
2010/639/CFSP  Concemning Restrictive Measures Against Belarus: http:// eur-
lex.europa.eu.

2. Council of the European Union Decision 2012/168/CFSP Amending
Decision 2011/235/CFSP Concerning Restrictive Measures Directed Against
Certain Persons and Entities in View of the Situation in Iran’, 23 March 2012:
http://eurlex.europa.eu.
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1. ICANN’s Government Advisory Committee (GAC)
2. International Telecommunication Union’s (ITU)



mlaf—):@l,&/éf

dal e a5 S el eSSl S
Sl iS o1y Bl sl 3 e sl S e SIS 51l s
35 g g (3l

s e Gl ol 515l a8 merme ol Jl- s
gt ) 5l o SUe gl Sl melms o 5o’ DU el
DLabisd aal 355 0 15y Al o (25 2yl S a8 mame At
il 5 o gt i s Lacdss T s 53,50 e e 5 81 Sl
A5l e 5SS 5 o Sl 4 by e Do g5 50 5L Sike
sdas 05,5 53 bl e 32l eSS 55l Jle Slesle 2 ST
54 e Colex OLGT 51 aS oo 588 05,8 (s 1ol ol
2> sy S e O mmen (55 f i rbis3n Sl eS
5 55 (5 0s 03,8 s s o sl ) OIST (6,8 ot
oSl sl S Il a5 S e Cnle OGT 1 2eS T
25 s LS Sl S ol s S350 (sl (A3 o S
GoLSKem Sl gt g s ozl S ed o S 03 5 s
el gy ol ps ey tio J i8S lae 4y a5 Lleasd oy

CIsn AT (o5 5 VY JWT Wl Sbls ) Sler 0,48 s
Slmdeellal 53 553 ol Db Malliy Lol &805 5 A8 5
VL L s sl gie gla, 538 &S Jl= 55 .05 5 Colem &
bl el Lol Lt Olay sen (la) 538 plo 5 oo
g3 ol s Sl s S5 Ll il &Sl 5 1 a3 el

1. Internet Governance Forum (IGF)
2. World Summit of the Information Society (WSIS)
3. World Conference on International Telecommunications (WCIT)
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1. The Global Commission on the Stability of Cyberspace
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1. Information Sharing Measures in General

2. Mechanisms or International Cooperation

3. Establishment of Specific National or Organizational Point of Contact
4. Creating a Culture of Cyber Security or Information Security

5. Regular Dialogue

6. Real-Time, 24/7 Exchange
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1. Closing the Digital Divide
2. Supply Chain Supervision
3. Information Sharing and Analysis Centers (ISACs)
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1. Mechanism for Attribution of Hostile Cyber Activities
2. Developing Cyber Security Leadership

3. Utilize Generic Identity Certificates (Digital Certification)
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2. Adam Taylor, 2017
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1. Global Cyber Security Capacity Centre at the University of Oxford.

2. Global Cyber Security Centre, 2017

3. London Conference on Cyberspace: Chair's Statement, 2017; Budapest
Conference on Cyber Security 2012; the Soul Conference on Cyberspace,
2017; Global Conference on Cyberspace 2015 & 2017.
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1. Universal Declaration of Human Rights
2. International Covenant on Civil and Political Rights (ICCPR)
3. Sino-Russian Approach
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1. BRICS (Brazil, Russia, India, China and South Africa)
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1. Digital Information System
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1. National Cyber Security Policy: The Way Forward, 2006.
2. National Cyber Security Advisory Committee (NaCSAC)
3. National Cyber Security Coordination Committee (NC3)
4. National Cyber Crisis Management Committee (NCCMC)
5. National Cyber Crisis Management Working Group

6. Cyber Crisis Working Group
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1. Cybersecurity Malaysia 2. Cyber SAFE
3. CyberSecurity Clinics
4. Cyber Security Professional Development (Cyber Guru)
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1. Cybercrime and Multimedia Investigation Branch

2. Special Cyber Court

3. Malaysia Computer Emergency Response Team (MyCERT)
4. Cyber Security Malaysia, 2019
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1. Organization of Islamic Cooperation (OIC)

2. Commonwealth

3. Memorandum of Agreement, Malaysia-Republic of Korea
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6. Memorandum of Understanding, India-Malaysia

7. EU-Malaysia Partnership and Cooperation Agreement (PCA)
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Shanghai Cooperation Organization, International Code of Conduct
for Information Security.
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International Telecommunication Union, Constitution, Convention
and Administrative Regulations (Radio Regulations and Telecom
Regulations (Melbourne) (Dubai).
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Council of Europe, Additional Protocol to the Convention on
Cybercrime, Concerning the Criminalisation of Acts of a Racist and
Xenophobic Nature Committed Through Computer Systems.
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Council of Europe, Convention on Cybercrime.



https://ccdcoe.org/sites/default/files/documents/UN-150113-CodeOfConduct.pdf
https://ccdcoe.org/sites/default/files/documents/UN-150113-CodeOfConduct.pdf
http://www.itu.int/
http://www.itu.int/
http://search.itu.int/history/HistoryDigitalCollectionDocLibrary/5.21.61.en.100.pdf
http://www.itu.int/pub/R-REG-RR-2016
https://www.itu.int/osg/csd/wtpf/wtpf2009/documents/ITU_ITRs_88.pdf
http://search.itu.int/history/HistoryDigitalCollectionDocLibrary/1.42.48.en.101.pdf
https://ccdcoe.org/sites/default/files/documents/CoE-030128-AdditionalProtocol.pdf
https://ccdcoe.org/sites/default/files/documents/CoE-030128-AdditionalProtocol.pdf
https://ccdcoe.org/sites/default/files/documents/CoE-030128-AdditionalProtocol.pdf
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WTO, General Agreement on Trade in Goods and Services (Annex
on Telecommunications).
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African Union, Internet Infrastructure Security Guidelines for
Africa; A Joint Initiative of the Internet Society and the
Commission of the African Union (Recommendations).
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EU, Proposal for an EU Regulation on Strengthening ENISA.
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EU, Code of Conduct for Cloud Services Providers, v. 1.7.
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EU, Joint Communication, Resilience, Deterrence and Defence:
Building Strong Cyber Security for the EU.
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OAS, Inter-American Committee Against Terrorism, Working
Group on Cooperation and Confidence-Building Measures in
Cyberspace.
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ASEAN, Chairman’s Statement (para’s 23 and 32) and ASEAN
Cyber Capacity Programme.



https://ec.europa.eu/transparency/regdoc/rep/1/2017/EN/COM-2017-477-F1-EN-MAIN-PART-1.PDF
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Ibero-American General Secretariat, Special Communication on
Cooperation on Cyber Security.
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EU, Network Security Directive.
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EU, General Protection of Data Regulation.
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Council of Europe, Internet Governance — Council of Europe
Strategy 2016-20109.
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NATO, Warsaw Summit Communique re Article 5 Applicability in
Cyberspace.
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ASEAN, Regional Forum Work Plan on Security of and in the Use
of ICTs.
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APEC Telecommunications and Information Working Group
Strategic Action Plan 2016-2020.
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APEC Cross Border Privacy Rules (CBPR) System and Privacy
Framework

EU/ENISA, Good Practice Guide on Vulnerability Disclosure.



http://aseanregionalforum.asean.org/files/library/Plan%20of%20Action%20and%20Work%20Plans/ARF%20Work%20Plan%20on%20Security%20of%20and%20in%20the%20Use%20of%20Information%20and%20Communications%20Technologies.pdf
http://aseanregionalforum.asean.org/files/library/Plan%20of%20Action%20and%20Work%20Plans/ARF%20Work%20Plan%20on%20Security%20of%20and%20in%20the%20Use%20of%20Information%20and%20Communications%20Technologies.pdf
https://cbprs.blob.core.windows.net/files/2015%20APEC%20Privacy%20Framework.pdf
https://cbprs.blob.core.windows.net/files/2015%20APEC%20Privacy%20Framework.pdf
https://www.enisa.europa.eu/publications/vulnerability-disclosure
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African Union, Convention on Cyber Security and Personal Data
Protection.
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EU, Cyber Security Strategy of the European Union: An Open,
Safe and Secure Cyberspace.
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League of Arab States/ Gulf Cooperation Council, Arab

Convention on Combating Information Technology Offences.
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UN Economic Commission for Africa , African Regional Action
Plan on the Knowledge Economy (ARAPKE).
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OAS, Adoption of a Comprehensive Inter-American Strategy to
Combat Threats to Cyber Security: a Multidimensional and
Multidisciplinary Approach to Creating a Culture of Cyber
Security.
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UN Economic Commission for Africa, African Information Society
Initiative.



https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=1667
https://ec.europa.eu/newsroom/dae/document.cfm?doc_id=1667
https://cms.unov.org/DocumentRepositoryIndexer/GetDocInOriginalFormat.drsx?DocID=3dbe778b-7b3a-4af0-95ce-a8bbd1ecd6dd
https://cms.unov.org/DocumentRepositoryIndexer/GetDocInOriginalFormat.drsx?DocID=3dbe778b-7b3a-4af0-95ce-a8bbd1ecd6dd
http://repository.uneca.org/bitstream/handle/10855/5605/bib.%2041841e.pdf?sequence=1
http://repository.uneca.org/bitstream/handle/10855/5605/bib.%2041841e.pdf?sequence=1
https://ccdcoe.org/sites/default/files/documents/OAS-040608-InterAmericanCyberSecurityStrategy.pdf
https://ccdcoe.org/sites/default/files/documents/OAS-040608-InterAmericanCyberSecurityStrategy.pdf
https://ccdcoe.org/sites/default/files/documents/OAS-040608-InterAmericanCyberSecurityStrategy.pdf
https://ccdcoe.org/sites/default/files/documents/OAS-040608-InterAmericanCyberSecurityStrategy.pdf
https://www.uneca.org/sites/default/files/PublicationFiles/aisiplus10.pdf
https://www.uneca.org/sites/default/files/PublicationFiles/aisiplus10.pdf
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US-India, 2017.
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China-EU Cyber Security Agreements/ Joint Summit 2012.
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China-Russia Information Security Agreement.
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China-US Agreement.
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US — Russia.
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China-Japan-Korea Joint MOU on CSIRT with National
Responsibility.
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China, International Strategy of Cooperation on Cyberspace.
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Netherlands, Building Digital Bridges- International Cyber
Strategy.
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Australia, International Cyber Engagement Strategy.
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US, International Strategy for Cyberspace.
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Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of
International Security (GGE).
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Security Council Resolution 2178.
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GGE 2013.

.Y’\‘J‘IJJJOLMJA@}; ¥
GGE 2010.
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UNGA Resolution 57/239: Creation of a Global Culture of Cyber
Security.
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ITU, World Telecommunication Development Conference (Dubai,
2014) Resolution 45 — Mechanisms for Enhancing Cooperation on
Cyber Security, Including Countering and Combating Spam.
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ITU, Global Cyber Security Agenda.
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ITU, World Summit on the Information Society, Tunis
Commitments.
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US NIST, Framework for Improving Critical Infrastructure Cyber
Security 1/1.
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US NIST-NICE Cyber Security Workforce Framework.
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US NIST, Guide to Cyber Threat Information Sharing.
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ISO 27001 -Information Technology Security Techniques

Information Security Management Systems — Requirements.
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I1SO 29147, Vulnerability Disclosure to Vendors.
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ISO 27032, Guidelines for Cyber Security.
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ITU-T, X.1500 Cyber Security information exchange — Overview
of Cyber Security.
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OSCE, Minsk Declaration.

Lo e slacdled NV 1555 Slhsd meead o)l oS 5 ol lajlas | gy
‘}Quw\&)jgdéj@j‘wzbduéﬁf)ﬁQ‘J_EP.'J:ALSL_.)
Y «obls )
OSCE, Ministerial Council Decision 5/16, Efforts Related to
Reducing The Risks of Conflict Stemming from the Use of ICTs.
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OSCE, Decision No. 1202 on Confidence-Building Measures to
Reduce the Risks of Conflict Stemming from the Use of ICTs.
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OSCE, Permanent Council Decision No. 1106.
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BRICS, Leaders Xiamen Declaration.
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G20, Statement on Countering Terrorism.
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G7, Declaration on Responsible States Behavior in Cyberspace.

G7, Principles and Actions on Cyber.
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BRICS, ICT Development Agenda and Action Plan.
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G20, Antalya Summit Leaders Communique.

G7, Foreign Ministers' Meeting Communiqueé.



http://www.g8.utoronto.ca/foreign/formin150415.html
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Carnegie Endowment, Toward A Global Norm Against
Manipulating the Integrity of Financial Data.
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CCDCOE, Tallinn Manual 2.0.
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Oxford Global Cyber Security Capacity Centre, Cyber Security
Capacity Maturity Model for Nations.
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Carnegie Endowment (Europe), Governing Cyberspace: A Road
Map for Transatlantic Cyberpolicy Leadership (pp. 74 - 75).
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Freedom Online Coalition, Tallinn Agenda for Freedom Online.
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Netmundial, Multistakeholder Statement.
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Stanford University, Draft International Convention to Enhance

Protection from Cyber Crime and Terrorism.
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https://carnegieendowment.org/files/Cyber_Financial_Data_white_paper.pdf
https://carnegieendowment.org/files/Cyber_Financial_Data_white_paper.pdf
https://ccdcoe.org/sites/default/files/documents/CCDCOE_Tallinn_Manual_Onepager_web.pdf
https://www.sbs.ox.ac.uk/cybersecurity-capacity/system/files/CMM%20revised%20edition_09022017_1.pdf
https://www.sbs.ox.ac.uk/cybersecurity-capacity/system/files/CMM%20revised%20edition_09022017_1.pdf
https://carnegieendowment.org/files/Sinan_Cyber_Final.pdf
https://carnegieendowment.org/files/Sinan_Cyber_Final.pdf
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Facebook, Building Global Community.
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Google, Digital Security & Due Process: Modernizing Cross-
Border Government Access Standards for the Cloud Era.
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Global Internet Forum to Counter Terrorism.
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Microsoft/ RAND, International Cyberattack Attribution
Organization.
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Microsoft, Digital Geneva Convention.
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ICANN, Draft Framework for Registry Operator to Respond to
Security Threats.
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Microsoft, From Articulation to Implementation: Enabling
Progress on Cyber Security Norms.
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Board of the International Organization of Securities
Commissions, Guidance on Cyber Resilience for Financial
Market Infrastructures.
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Securities and Exchange Commission, Cyber Security

Guidance.




ICANN, Montevideo Statement on the Future of Internet
Cooperation.
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Interpol, Global Cybercrime Strategy.
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Europol, European Cybercrime Center (EC3), Joint Cybercrime
Action Taskforce.
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Wassenaar Arrangement on Export Controls for Conventional
Arms and Dual-Use Goods and Technologies.
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Meridian Process for Critical Information Infrastructure
Protection.
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